LATE ITEM 7.3 - Security Camera Privacy Management Policy CM03.29CP and
Security Camera Privacy Management Guideline CM03.29GL.01

Executive Officer: Chief Executive Officer

Item Author: Governance Officer
File Reference: 05/14/005; 04/15/004
Attachments

1. Security Camera Privacy Management Policy CM03.29CP.
2. Security Camera Privacy Management Guideline CM03.29.GL.01.

Executive Summary
The Security Camera Privacy Management Policy and Guideline aim to provide a
framework for Council business units to utilise CCTV or surveillance cameras for security

purposes as well as discharging Council's obligations with respect to privacy legislation.
They also assist to protect Council property and provide safety for employees.

Chief Executive Officer's Recommendation

That Council adopt the Security Camera Privacy Management Policy CM03.29CP and
Security Camera Privacy Management Guideline CM03.29.GL.01 be noted.

Previous Council Considerations / Resolutions

Nil.

Purpose of Report

This report provides Council with information relating to the security camera privacy
management system.

The proposed documented Policy and Guideline address the privacy considerations of
Council using CCTV surveillance cameras which will help ensure compliance with the

requirements of the Information Privacy Act, clarify responsibilities and ensure consistency
in decision making of operational practises.

Budget/Financial Implications

Not applicable.



Strategic Implications

Operational Plan

Theme:

Key Area of Focus:

2. Sustainable and Prosperous Economy

3.1.4 Deploy innovative information and communication technology

solutions that meet contemporary standards and ensure business

continuity

Legal / Statutory Implications

Any collection, storage, use or disclosure of personal information are subject to provisions
of the Information Privacy Act 2009.

Risks

Strategic Risks

The following Level 1 and Level 2 (strategic) risks are relevant to the matters considered in

this report:

SR46

Inadequate or lack of Governance (including procurement) Framework (systems,

policies, procedures, delegations and controls) in place to ensure compliance by
Council's Councillors and Officers with all relevant State and Federal legislation
and regulations.

Risk Assessment

. Residual
Category Consequence Likelihood '”hger.“ Risk Treat_ment of Risk
ating risks ;
Rating

Legal Moderate Likely High Adoption of the | Medium
Compliance proposed policy
and Liability and guideline is

to ensure
Council has a compliance with
legal legislative
responsibility requirements
to comply which will
with  Privacy mitigate
legislation potential
and  secure breaches of the
storage, Information
access and Privacy Act 2009
controlled with respect to
release of any CCTV footage,
camera body-worn
footage. camera and any

mobility devices.

Conclusion

This Policy and Guideline has been developed to provide a framework for employees and
contractors with respect to adhering to the Information Privacy Principles as outlined in the
Information Privacy Act 20009.



Consultation

Consultative sessions were conducted with King & Co Solicitors, various Council areas,
such as Information Services, Property and Operations, Health Building and Environment
and Office of Information Commissioner.



Attachment 1 - Security Camera Privacy Management Policy CM03.29CP

POLICY

SCENIC RM

Regional Council

COUNCIL POLICY CM03.29CP
SECURITY CAMERA PRIVACY MANAGEMENT POLICY

OBJECTIVES
The objectives of this Policy are:

1. To provide a framework for Council business units wishing to utilise CCTV or surveiliance
cameras for security purposes with respect to Council property or for employee and
contractor/s safety.

2. To ensure Council employee and contractors discharge Council's obligations with respect to
privacy and other legislation governing the use of CCTV and surveillance cameras for security
purposes, particularly with reference to the Information Privacy Principles.

3. To provide a framework for the use of portable cameras undertaking regulatory, compliance
and law enforcement tasks.

4.  Facilitate safeguards for the community in public spaces and strive to make Scenic Rim region
a safe place to live, work and play.

POLICY STATEMENT
Council is committed to:

1.  Protecting the privacy of individuals by handling footage collected by Council through CCTV
or other fixed and mobile surveillance cameras for security purposes (security cameras) in
accordance with its obligations under the Information Privacy Act 2009, Information Privacy
Reguilation 2009, Public Records Act 2002 and Invasion of Privacy Act 1971.

2. Providing framework for business units to implement appropriate security cameras to protect
high risk Council assets, employees and contractors, and to facilitate a procedure for
monitoring compliance with Local Government Acts and other appropriate state and federal
legislation.

DEFINITIONS

CCTV: Closed circuit television systems which film an area in real time and display the footage on a
screen located internally. This footage may be stored in some way.




Collection Notice: A notice where security cameras are being used or installed stating that
footage is being collected, the purpose of the collection and that the footage will be heid in
accordance with the Information Privacy Act 2009.

Information Privacy Principles: The Information Privacy Principles are contained in the Information
Privacy Act 2009.

Local Government Act: A Local Government Act is an Act as defined in the Local Government
Act 2009. It is noted that the definition is currently contained in Schedule 4 (Dictionary) of the
Local Government Act 2009.

Security Camera: A CCTV or Surveillance Camera System.

Surveillance Camera: A surveillance camera may be fixed or mobile and used to record stills or
footage of a specific area or thing.

Body-Worn Camera: Is a wearable camera system incorporating an audio and video, or
photographic recording system used to record events when employees or contractors are performing
their duties.

RELATED DOCUMENTS

(a) Information Privacy Act 2009 (Qld)

(b) Information Privacy Regulation 2009

(c) Public Records Act 2002(Qid)

(d) Invasion of Privacy Act 1971 (Cth)

(e) Work Health Safety Act 2011 (Qld)

{fy  Queensland State Archives 2010 (Qld)

(a) Evidence Act 1977 (Qld)

(h) Criminal Code 1899 (Qld)

(i) Queensland State Archives 2010 (Qld)

()) Body-Wom Camera Policy CM03.24CP

(k) Body-Worn Cameras Procedure CM03.25PR

() Australian Standard As4806.1-2006 & S4806.2-2006
(m) Security Camera Privacy Management Guideline CM03.29CP

This Policy supports the Scenic Rim Regional Council Corporate Plan 2018-2023, in particular
Theme - Open and Responsive Government.

Area of Focus: =~ Plan, develop and implement high-quality customer-focused services.

Adopted By:
SCENIC RIM REGIONAL COUNCIL
8 July 2019
Versipn Information
v"N":“‘ Date Key Changes

1 08/07/2019 New Policy in accordance with Council's Policy Framework




Attachment 2 - Security Camera Privacy Management Guideline CM03.29GL.01

GUIDELINE

/
SECURITY CAMERA PRIVACY MANAGEMENT GUIDELINE CM03.29GL.01

OBJECTIVES
The objectives of this Guideline are to:

1.  Provide Guidance to all Council employees and contractors who install, operate,
maintain or store CCTV footage, body-womn cameras and surveillance cameras,
whether fixed or mobile devices.

2. Ensure Council employees discharge their obligations with respect to privacy and other
legislafion governing the use of CCTV footage, body-worn cameras and surveillance
cameras for security purposes, particularly with reference to the Information Privacy
Principles.

SCOPE

This Guideline applies to all Council owned, implemented or approved security cameras and
camera footage, and mobile or fixed surveillance cameras and must be followed in respect to
installing, viewing or reeasing securnty camera or surveillance footage.

GUIDELINE RESPONSIBILITIES

Council must comply with the Information Privacy Principles when collecting, storing, accessing or
releasing security footage or risk breaching the Information Privacy Act 2009.

The Information Privacy Principles contained in the Information Privacy Act 2009 provide an
overarching framework for handling personal information, which is directly relevant to the use of
surveillance camera by local governments.

The installation of all fixed secunty cameras must be implemented in accordance with Security
Camera Implementation Guideline (Attachment B), which refers to the relevant Information Privacy
Principles. A register of existing fixed surveillance and mobile surveillance cameras will be kept by

Property and Operations.

Council must comply with the Information Privacy Principles such as manner and purpose of
collection of footage, collecting information directly from individuals, collecting information generally,
storage and security, access and amendment of data, information use is relevant and how

information is to be disclosed.

Guidaline Raferance Number. CM02.29GL.01 Approved: 30772019
Portfoilo: Customer and Reglonal Prospertty Review Dats. 0810772022
Business Unit Governance FBa Raferances 1304001
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1. INFORMATION REQUEST FORM

The collection of security camera footage must have a specified purpose, which iz includad in
attachment C 'Information Request Form.' Acceptable purposes include:

11 Public or employee and contractor zafety;
1.2 Council az=et security; and
1.3 Manitoring for the purpose of Local Laws or other legislative enforcement.

1.4 A Collection Motice must be provided to notify the general public that security camera
footage is being collected where permanent fived cameras are installed or where mobile cameras
are installed for public or employee and contractor safety or for Council azset security such as the
small animal facility.

15 A Collection Motice must be provided by the way of clear signage, which is to be
placed in a visible areas where cameras are in use. It must also advize the public that their personal
infarmation will only be acceszed by persong who have been authorized to do so0. This information
may be provided to the Queensland Police Service for investigation and or prozscution purposas.
The information will not be given to any other person or agency unless required by law.

16 A sample Collection Motice iz attached o this Policy (Attachment A). Collection
notices should be provided to Govemance for review prior to the establishment of any camera
systems.

2. STORAGE OF SECURITY CAMERA FOOTAGE
Security camera footage must be appropriately secured againzt loss and misuse, as well as
unauthorsed access, use and dizclosure. Security measures should inclede:

21 Lockable area for monitoring room andfor data storage arsas;

22 Wiewing screens should be placed where the general public or employses that aren't
authorised cannct see the footage being recorded;

23 Requiring passwords to view, access or copy any footage and ensuring
computers/programs are logged out of when not in immediate use;

24 Esfablizh a procedurs and or clear rules about access, including;
o Giving access to cerain positions who must monitor and record footage as part of
their rezponsibilitis=s;
o Maintaining a regisier to record who accessed the footage and when it was accessed;
o Maintaining clear protocols for providing the footage to others (e.g. when and how
footage will be provided to law enforcement bodieg). Any release of footage has to be
authorized by Governance via a completed information request form.

3. USE OF FOOTAGE

Security camera footage must only be used for the following regsons:
31 For the purpose it was collected or a directly related purpose;
32 If satisfied on reazonable grounds that the uze iz necessary for a law enforcement or
compliance activity carried out by a law enforcement agency or to prevent or leszen a serious

threat to an individual or the public;

3.3 Ifits use iz authorized or required by law.

Fuldaling Refarencs Mumbsr: CMDS 295101 Approvel Date: 080712013
Portiollo: Customer and Regional Prospertty Review Date: 080772022
Businass LniC Govelmance Flia Referencas: 1303001
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4. LIMITS ON USE AND DISCLOSURE

Disclozure of security camera footage to a third party can only be provided in the following
circumstances:

41 If the individual captured by the camera was reasonably made aware this would occur
(for example, there was a collection nofice posted near the camera that said the disclosure could
oooury;

42  Ifthe disclosure iz authorised or required by law;

432  |If =atizfied on reasonable grounds that the disclosure is necessary for a law enforcement
acfivity being carmried out by a law enforcement agency or to prevent or l2szen a zerious threat to an
individual or the public;

4.4 Al footage releases and requests are coordinated by Governance and are made in
atcordance with the Information Request Form (ATTACHMEMNT C). The respective requests are
lodged in perzon or by official email;

4.5 'When the respective footage is released, it must be accompanied by a record of receipt
(Reverse of Attachment C); or

46 Releasing footage without first contacting Govermance may consiitute a significant breach
of the Employee Code of Conduct and constitute grounds for disciplinary action.

5. DELETION OF FOOTAGE

The Public Records Act 2002 governs when a public record can be deleted. Security camera
sureeillance footage should be managed in accordance with the Queensland State Archives General
Retention and Dizposal Schedule for Adminisirative Records.

6. DEFINITIONS

CCTV: Closed circuit television systems which film an area in real fime and display the footage on a
sereen located intemally. This footage may be stored in some way.

Collection Notice: A notice where secunty cameras are being used or installed stafing that footage
iz being collected, the purpose of the collection and that the footage will be hald in accordance with
the lnformaiion Privacy Act 2008

Body Worn Camera: |1z a wearable camera sysiem incorporating an audio and wideo, or
photographic recording system used to record events when employees or contractors are performing
their duties.

Information Privacy Principles: The Information Privacy Principles are contained in the Information
Privacy Act 20:09.

Local Government Act: & Local Government Act is an Act as defined in the Local Goversnment Act
2009, It iz noted that the definition is currently contained in Schedule 4 (Dictionary) of the Local
Gavernment Act 2004,

Security Camera: A CCTV or Surveillance Camera System.

(zuldeling Refarence Mumber: CMIS 296001 & pproval Date: 08072013
Pordollo: Customer and Regional Prosperty Review Date: 08072022
Business LniC Govemancs Flie Referemces: 1303001
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Surveillance Camera: A zurveillance camera may be fixed or mobile and uzed to record stills or
footage of a specific area or thing.

RELATED DOCUMENTS

Infarmation Privacy Act 2003 (Qid)

Infarmation Privacy Regulafion 2008 (Qld)

FPubfic Records Act 2002 (Qld)

Gusensland State Archives 2010 (CQid)

Wiork Health Safety Act 20771 (Qid)

Invasion of Privacy Act 1977 (i)

Evidence Acf 1977 (QUd)

Crminal Code 7899 (Qld)

Australian Standard AS4306.1-2006 and AS4306.2-2006
10, Secunty Camera Privacy Management Policy CWI3. 25CP
11.  Body-Wom Camera Policy ChMDI3 24CP

12.  Body-Wom Cameras Procedurs CMO3.25PR

13, Secunty Camera Implementation Checklist (Attachment A)
14.  Securty Camera Collection Motice (Aftachment B)

15.  Securty Camera Information Request Form & Receipt (attachment &)

0 G0 G da L R

Thiz quideline supportz the Scenic Rim Regional Council Corporate Plan 2018-2023, in particular
Theme - Customer and Regional Prosperity.

Approved by:

Jon Gibbons
Chief Executive Officer
8 July 2019

Version Information

Version Date Key Changes

Mo.

1 080772019 | Mew Guideline in accordance with Council's Policy Framework
GUIgaling ReTerenca HUMbEr. CHDS 29GL01 Approval Date: 050712013
Portiollo: Cuslomer and Reglional Prosperity Rierview Diake: 08072022
Busdneas Unit Governance Flle Referencas: 1305001
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ATTACHMENT A: SECURITY CAMERA IMPLEMENTATION CHECKLIST

The below checklist must be completed in accordance with this guideline and returned
to Governance prior to implementation of CCTV or surveillance cameras.

Criteria Rationale/Response

Why are you implementing CCTV or Surveillance Cameras?

Why are you propesing to implement CCTV or
surveillance cameras?

How this purpose relates to a function or
activity\sf Councit?

How does the use of camera surveillance
achieve the identified purpose?

Are there are other options that could achieve
the identified purpose more effectively than
camera surveillance, or that could be used
alongside camera surveillance to make it more
effective?

Is your CCTV or Surveillance Camera system fit for purpose?

Are the cameras located and positioned so that
they only view areas relevant to the intended
purpose? Describe location/attach sketch.

Are the cameras located and positioned in a
way that will not intrude to an unreasonable
extent on the privacy of Individuals, for
example, by avoiding private property or an
entrance to a doctor’s office? Describe any
potential issues.

Are the cameras capable of capturing the
required image size and quality necessary to
achieve the intended purpose? Provide
specifications.

Are notice requirements boing met?

Is there prominent signage that notifies
individuals of the reason and legisiative
authority (as appropriate) for using camera
surveillance, and any entities to which the

agency usually discloses footage? Specify the
location(s) of signage and attach a copy.

Is it clear that Council owns and operates the
camera surveillance system?

Can the commwnity easily find out further

Guideline Refarencs Numbear: CMO3.20GL 01 Approval Data: 08:07/2019
Portfollo: Custamer 3nd Regional Prospertty Review Dals: 08/07:2022
Business Unit- Governance Fiie Referencas: 1305001
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information about how your agency handles
personal Information captured via camera
surveillance including the potential to access
footage?

Has your agency’s list of personal information
holdings been updated to include camera
surveillance  footage from the relevant
location?

Is footage collected by cameras sufficiently secure?

What safeguards in place to protect control
rooms or areas where monitoring of camera
surveillance occurs?

What safeguards are in place to protect stored
footage?

Does your procedure refer to the standardised
access process for access granted to footage?

Are you proposing to use a cloud-based service to store camera footage?

Are the servers are located overseas (even
where the provider is an Australtian company)?

If the servers are located overseas, notify
Governance immediately as there are
requirements regarding the transfer of personal
information outside Australia?

Do the security measures applied by the cloud
service provider provide an adequate leve! of
protection?

When is footage deleted?

Is camera surveillance footage regulartly
overwritten or otherwise disposed of when it is
no longer required by your agency?

Is information on your agency’s retantion and
disposal of camera surveillance footage
communicated to the community?

Does your agency have a process for ensuring
compliance with IPP 10/NPP 2 when it wishes
to uwe camera surveillance footage for a
purpose other than that for which it was
initiatly obtained?

Disclosure of Footage

Have you familiarised yourself with the CCTV
and Surveillance Camera Privacy Management
Policy - conditions camera surveillance footage

Guigeling Refarencs Nusnbsar: CMG3.29GL01 Approval Dats: 06072013
Portfollo: Custamer and Regional Prospesity Raview Date: 08/07/2022
Business Unit: Governance Flle References: 13/03/001
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may be disclosed to third parties?

Are you aware of the policies and procedures
for individuals to request access to camera
survelllance footage that includes thelr images?

Are you aware that requests for footage by law
enforcement/for law enforcement activities
must be ‘reasonably necessary' and the steps
that must be taken to make a record of this
dicclosure?

Are you proposing to outsource management of the camera surveillance system?

VWl the contracted service provider in any way
deal with personal information for your agency,
or involve an exchange of personal information
between your agency and the contracted
service provider?

If yes, have you taken all reasonable steps to
contractually bind the contracted service
provider to compliance with the privacy

Guidaling Rafarence Number: CM03 20GL 01 Approval Date: 080772018
Portfollo: Customer and Regional Prospertty Review Date: 080712022
Buginass Unit: Governance File Referencas: 13031001
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ATTACHMENT B: SECURITY CAMERA COLLECTION NOTICE

A collection nofice must be prowded where secunty cemerss opersie to discharge
Councdl's responsibilities under the Information Privacy Act 2005 to take ressonable steps
in making individusls aware of the purpese and suthority for collecting personsi
information and whether this information will be disclosed

Notices should sppear in at minimum AL size snd be placed in 8 prominent place. The
below notice is 8 dreft example notice only and notices should consider the Corporate
Style Guide. Notices should be tadored to the purposes associated with the collection of
foctage.

Notice should be provided to sllow members of the public to know abeout surveillance
system before they are close encugh to be captured and should prevent claims the
suryeillance is occuming unfsirly. Signs should slso identify that Council operstes the
cameras,

The Scenic Rim Regional Council operates cameras in
this area. The information collected is being utilised for
the purpose of public safety, crime detection and
prevention together with ensuring the safety of Scenic
Rim Regional Council assets and employees.

Your personal information will only be accessed by
persons who have been authorised to do so. This
information may be provided to the Queensland Police
Service for investigation and or prosecution purposes.

Your information will not be given to any other person or
agency unless authorised or required by law.

Your personal information is handled in accordance with the Information
Privacy Act 2009. For further information please contact the Scenic Rim
Regional Council on 5540 5111.

Guidaline Refarence Numbser: CM0OS.25GL.01 Approval Dete: 080772019
Portfollo: Customer and Regional Prosperity Review Dala: 08/07/2022
Bueinsss Unit Governance Flle Referencas: 1303001
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ATTACHMENT C: INFORMATION REQUEST FORM

Scanc Aam Aegiora Counct

PO Box 25, Beaudesen Gt 423

«) SCENICRM BR 07 SS4DE11Y Fax 07 6408103
Regiona! Coumed

m%uwn

Information Request Form

Applicant Detalls:

Name Qiz Police
Registered No

Region Saton

Emal

1ff

Fax

I carlly that this sformation i sl o pursuset 1o e Ifamation Privacy Ast 2003 [0k
(IP Act) wader Sectizn T1(1)ic] (o] or fe)of Schecule 3 of the Ast

Appicant's Signature Daoe

Requested footage and reason for request

Date ol ncdant ! !
Time of Incident Al between brs and s

Dascrptien of iacdent

Resson why mformation
B recessary fof the

Guigeline Referencs Number: CM0329GL01 Approvai Date: 05/07/2019
Portfolfo: Customer and Regionat Prospesity Review Date: 08/:07/2022
Busineas Unit: Governance Flle References: 1303001
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RECORD OF RECEIPT

[ i

’ mnmmmﬂq“&unazmmmmuuumm|

 Recewved by l RankPosiion

| ‘ .

Restriction of use of disclosure:

in accordance wih (PP 11(3) in Schedule 3 of the informaton Privacy Act 2000 SRAC requires that

mnﬂmw’ma‘:)ww»mhammm«:)mhﬁim

@sclosed

Internal Use only

| Date request receved [ | Raceived by:

'Whm ‘Yes | No

[Mdmw |

- Sgnature: | Dane |

l

2

Guidaling Referanca NUmbar. GRS 29GL 01 Approval Date: 0501772013
Portfolio: Customer and Reglonat Prospertty Review Dats: 0807/2022
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